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ABSTRACT
Background: While 4 to 10% of medications administered in the operating 
room may involve an error, few investigations have prospectively modeled how 
these errors might occur. Systems theoretic process analysis is a prospective 
risk analysis technique that uses systems theory to identify hazards. The pur-
pose of this study was to demonstrate the use of systems theoretic process 
analysis in a healthcare organization to prospectively identify causal factors for 
medication errors in the operating room.

Methods: The authors completed a systems theoretic process analysis for 
the medication use process in the operating room at their institution. First, 
the authors defined medication-related accidents (adverse medication events) 
and hazards and created a hierarchical control structure (a schematic rep-
resentation of the operating room medication use system). Then the authors 
analyzed this structure for unsafe control actions and causal scenarios that 
could lead to medication errors, incorporating input from surgeons, anesthesi-
ologists, and pharmacists. The authors studied the entire medication use pro-
cess, including requesting medications, dispensing, preparing, administering, 
documenting, and monitoring patients for the effects. Results were reported 
using descriptive statistics.

Results: The hierarchical control structure involved three tiers of controllers: 
perioperative leadership; management of patient care by the attending anes-
thesiologist, surgeon, and pharmacist; and execution of patient care by the 
anesthesia clinician in the operating room. The authors identified 66 unsafe 
control actions linked to 342 causal scenarios that could lead to medication 
errors. Eighty-two (24.0%) scenarios came from perioperative leadership, 103 
(30.1%) from management of patient care, and 157 (45.9%) from execution 
of patient care.

Conclusions: In this study, the authors demonstrated the use of systems 
theoretic process analysis to describe potential causes of errors in the med-
ication use process in the operating room. Causal scenarios were linked to 
controllers ranging from the frontline providers up to the highest levels of 
perioperative management. Systems theoretic process analysis is uniquely 
able to analyze management and leadership impacts on the system, making it 
useful for guiding quality improvement initiatives.
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EDITOR’S PERSPECTIVE

What We Already Know about This Topic

•	 Medication error in the operating room is common
•	 Systems theoretic process analysis is a prospective engineering 

modeling technique that uses systems theory to identify hazards

What This Article Tells Us That Is New

•	 A systems theoretic process analysis identified unsafe control 
actions linked to causal scenarios that could lead to medication 
errors

•	 Scenarios came from perioperative leadership, management of 
patient care, and execution of patient care

Anesthesia has long been lauded as a model of patient 
safety in health care. As a field, anesthesiology has pio-

neered patient monitoring technology, such as oxygen sat-
uration probes1 and capnography,2 and embraced human 
factors in the design of equipment.3 While anesthesiologists 
have built processes to explore adverse events with multi-
disciplinary root cause analyses,4–6 prospective analyses of 
how anesthesia systems might harm patients remain sparse.7

Many tools for prospective risk analysis originate 
from engineering fields. These tools range from quantita-
tive to semiquantitative to qualitative, shown in figure  1. 
Quantitative techniques assign probabilities to events. 
Semiquantitative techniques typically assign relative rank-
ings of severity or probability to events, while qualitative 
techniques aim to describe a system in more detail but 
eschew quantitative estimates. Each technique makes differ-
ent assumptions about the system it is modeling.

While fields such as radiation oncology8 and internal 
medicine9 have successfully used these prospective models, 
there are few examples in anesthesia. Martin et al. performed 
a failure mode and effects analysis to understand medication 
administration in pediatric anesthesia7 and Pate-Cornell et 
al. used probabilistic risk analysis on a similar adult system.10 
Both were detailed and informative models that were lim-
ited by the assumption of linear causality.

Systems theoretic process analysis is a prospective engi-
neering modeling technique that uses systems theory to 
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identify hazards. Unlike failure mode and effects analysis, 
systems theoretic process analysis does not assume adverse 
events are caused by linear chains of events. Rather, in systems 
theoretic process analysis, safety arises from setting constraints 
on the behavior of a system, and adverse events occur when a 
process’s behavior moves outside those constraints. Therefore, 
safety becomes a dynamic control problem.11 Systems theo-
retic process analysis allows the analyst to consider nonlinear, 
multifactorial causes of adverse events that occur not only at 
the frontlines but also throughout the system, including those 
related to communication breakdowns, managerial and lead-
ership decisions, and shifts in safety culture. We believe that 
medication errors depend not only on the frontline person-
nel providing anesthesia, but also on the system around them.

The medication use process involves the following tasks: 
requesting, dispensing, preparing, administering, document-
ing, and monitoring patients for the effects of medication. 
On inpatient wards, these tasks are divided among a team 
of healthcare providers who provide independent safety 
checks: physicians request, pharmacists prepare and dis-
pense, nurses administer and document, and physicians and 
nurses monitor for the effects of the medication. Due to 
time pressure and patient acuity, almost none of these safety 
checks are present in the operating room. In fact, the oper-
ating room is one of the few locations in the hospital where 
a single provider (the anesthesiologist) is responsible for 
each step in the medication use process. Furthermore, the 
anesthesiologist is often under extreme time pressure, with 
seconds or minutes to complete the steps in the medication 
use process. Given this unique and complex medication use 
process, it is not surprising that medication error rates in the 
operating room may be as high as 4 to 10% of medication 
administrations.12,13 The purpose of this study was to use 
systems theoretic process analysis to prospectively identify 
risk factors for medication errors in the operating room.

Materials and Methods
Our systems theoretic process analysis was developed fol-
lowing procedures outlined in the book Engineering a Safer 

World,11 which was the first to describe the concept of a 
systems theory–based accident model and the procedure 
for performing a systems theoretic process analysis. Systems 
theoretic process analysis involves four steps, as outlined in 
the sections that follow: defining accidents (adverse events) 
and hazards, designing a hierarchical control structure, 
identifying unsafe control actions, and identifying causal 
scenarios. Our core project team consisted of two analysts 
(authors A.S-W. and K.N.), who are both systems engi-
neers and anesthesiologists with extensive systems theo-
retic process analysis (A.S-W.) and medication safety (K.N.) 
expertise. We conducted analyses individually, including 
designing the hierarchical control structure and identify-
ing unsafe control actions and their causal scenarios. We 
also met monthly from January 2018 to April 2019 to dis-
cuss the model and analysis and resolve any disagreements 
through discussion and consensus. Additional subject matter 
expertise was obtained with input from a range of special-
ists including pharmacists, anesthesiologists, surgeons, and 
perioperative leadership, to help define the details of the 
model. This work was considered quality improvement and 
so did not undergo Institutional Review Board review. The 
project did not involve patient interaction/observation or 
collection of patient data.

Definitions

Accidents are defined as losses to the system,11 which in 
health care typically refer to patient harm. In the context 
of medication administration, these are adverse medication 
events, which will be the terminology used from here out 
for accidents. 

Hazards are conditions within the system that can lead to 
an adverse medication event if combined with external fac-
tors.11 For example, a medication error is a hazard that may 
or may not lead to an adverse medication event (patient 
harm). Thus, hazards include near misses (errors that do not 
lead to an adverse medication event), which occur when 
the system moves outside the bounds of control but do 
not go on to become adverse medication events. These are 

Fig. 1.  The spectrum of risk modeling systems from quantitative to qualitative with representative modeling tools.
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important signals of potential future harm within the sys-
tem. Medication error is commonly defined as failure to 
complete a required action in the medication use process, 
or the use of a wrong plan to achieve a medication-related 
aim,12,14 which is the definition that we used in this paper.

Systems theoretic process analysis is based in systems 
theory, which states that systems are comprised of multi-
ple layers of control loops.11 Control loops have four major 
components (controllers, controlled processes, actuators, 
and sensors),11 as illustrated in figure 2A. In a system, each 
person, role group (e.g., surgeon, nurse, anesthesiologist, 
pharmacist), or piece of software (e.g., the algorithms that 
can be found in an insulin pump) can act as a controller. 
Controllers act to send instructions or commands, known 
in systems theoretic process analysis as control actions, which 
constrain the behavior of the processes below them. These 
control actions are directed toward actuators that execute the 
control action on the process. Actuators may be software 
(e.g. an infusion pump that is programed to deliver a med-
ication, the electronic medical record that accepts docu-
mentation of medication administration); machines (e.g., a 
bag valve mask used to control ventilation); or people (e.g., 
an anesthesiologist asking a trainee to administer a medica-
tion). Sensors, in turn, must understand the current state of 
the process and provide feedback to the controller. In the 
operating room, an infusion pump containing phenyleph-
rine might be an actuator that the anesthesia clinician in the 
operating room (controller) uses to control blood pressure, 
and the arterial line providing feedback on the patient’s 
blood pressure might be the sensor that the anesthesia clini-
cian uses to understand the patient’s current blood pressure. 
In systems theoretic process analysis, processes such as an 
assembly line, an airplane being flown by a pilot, or a patient 
being cared for by a care team all share the trait of being 

controlled via an actuator while giving feedback back to the 
controller about their state via a sensor. Downward arrows 
in figure 2A denote control while upward arrows denote 
feedback.

Designing a Hierarchical Control Structure

When multiple controllers come together in a system, they 
organize into tiers of control, schematically represented as 
a hierarchical controlled structure, as shown in figure 2B. 
A hierarchical control structure is a visual representation 
of controllers and their associated control processes.11 Each 
layer in the system is controlled by the layer above and has 
the responsibility to control the layer below. For example, in 
health care, a common model involves a physician (control-
ler no.1) providing a control action (medication order) via 
the electronic health record (actuator) to a nurse (controller 
no.2). The nurse then has a control action of administering 
the medication to the patient (the controlled process) via 
an infusion pump (actuator). The nurse receives feedback 
about the patient’s condition from the patient monitors 
(sensors) and additionally gives feedback to the physician 
about the status of the medication order via the electronic 
health record (sensor). In this hierarchical control structure, 
each controller works together to provide safe patient care, 
which is an example of constraining a system’s behavior 
within safe bounds.

Importantly, each controller represents a role or respon-
sibility. Sometimes this role or responsibility corresponds to 
a person, sometimes to just a portion of a person’s job, and 
sometimes a controller is nonhuman, such as software. Each 
controller has a mental model (or process model in the case 
of software) that represents its understanding of the process 
its controlling, and a control algorithm that dictates how 
it makes decisions to control the process. As described in 

Fig. 2.  (A) Simplified schematic of a control loop, showing how a controller exerts control over a controlled process. (B) Simplified schematic 
of a hierarchical control structure illustrating how controllers control each other and eventually the controlled process.
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the Definitions section, control is exerted through control 
actions as carried out by actuators, and feedback is provided 
to the controllers from the process below via sensors.

We used an iterative process to map the hierarchical 
control structure for the medication use process in the 
operating room, shown in figure 3. We began to build the 
control structure from the bottom, with the controlled pro-
cess. For medication use in the operating room, the con-
trolled process is the patient receiving medication. To add 
the tier above, we asked who or what immediately con-
trolled the patient receiving the medication, which in the 
operating room is the anesthesia clinician in the operat-
ing room. We progressively developed each tier of the 
control structure by asking who or what controlled each 
successive layer that we added. We developed the system 
upwards toward the higher levels of the control structure, 
stopping with the perioperative leadership groups. In order 
to achieve a higher degree of detail in areas that are typ-
ically within the anesthesia department’s control, hospital 
leadership, governmental regulators, insurance payers, and 
pharmaceutical companies were excluded from our analysis. 

The initial version of the control structure was created as a 
high-level outline, with broad control actions such as “anes-
thesia clinician in the operating room administers medica-
tions.” We next iterated through progressive levels of detail 
at each tier of the control structure, with feedback from our 
subject matter experts, including pharmacists, anesthesiol-
ogists, surgeons, and perioperative leadership. Specifically, 
we used their expertise to define the controllers’ specific 
roles and control actions, and to help us define the scope 
of their control. We described their actions in more detail. 
For example, “anesthesia clinician in the operating room 
administers medications” was divided into “anesthesia clini-
cian in the operating room administers medication bolus” 
and “anesthesia clinician in the operating room administers 
medication infusion,” and the different processes for prepar-
ing and administering boluses and infusions were described. 
Our goal was to define a control structure that was generic 
enough to cover a wide range of medication use scenarios, 
but also detailed enough to provide concrete areas of risk. 
We incorporated the subject matter experts’ feedback until 
we reached information saturation, the point at which we 

Fig. 3.  Hierarchical control structure of the medication use process in the operating room. Controllers and control actions are numbered 
in a systematic fashion to allow traceability throughout the analysis. The square brackets on the right denote the tiers of patient care in the 
system.
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were no longer gaining new information or insights from 
successive consultations.

Identifying Unsafe Control Actions

After building the control structure, we proceeded to iden-
tify unsafe control actions, which allow the process to move 
out of the safe control bounds and lead to a hazard. In the 
current model, unsafe control actions are the potential root 
causes of medication errors in the operating room. We sys-
tematically asked whether each control action identified in 
the control structure could be unsafe (i.e., lead to a medi-
cation error) in the following conditions: if it was applied, 
if it was not applied, if it was applied too early or too late, 
and if it was applied for too long or too short of a duration. 
If a control action–condition pair could lead to a medica-
tion error (as defined in the Definitions section: Hazards) 
it was determined to be an unsafe control action, which 
could lead the system into an area outside the boundaries 
of safe practice and into an area where an adverse medi-
cation event may occur. This was determined via consen-
sus between the two analysts, with input from our subject 
matter experts (pharmacists, anesthesiologists, surgeons, and 
operating room leadership).

Identifying Causal Scenarios

While unsafe control actions are the root cause of errors, 
causal scenarios are the contributing factors that can be tar-
geted in quality improvement initiatives. Identification of 
unsafe control actions is highly structured, whereas iden-
tifying causal scenarios is qualitative and more subjective, 
requiring an understanding of human factors and signifi-
cant subject matter expertise. Unsafe control actions define 
specific states of the system that are limited and bounded, 
while there is a nearly infinite set of causal scenarios. To 
identify causal scenarios, we considered each of the compo-
nents of a control loop (controller, control algorithm, pro-
cess/mental model, actuator, controlled process, and sensor), 
asking how each component may cause the unsafe con-
trol action. We completed this procedure for each unsafe 
control action. The linkage between unsafe control actions 
and their attendant causal scenarios adds traceability to the 
analysis. In the example of blood pressure control, an unsafe 
control action might be to not fail to bring the blood pres-
sure up to the target level, and this may have multiple causal 
scenarios. First, there could be an issue at the controller 
level, such as an anesthesiologist who has an inappropriate 
target blood pressure in mind (e.g., a mean arterial pressure 
of 55 mmHg, when the patient requires a mean arterial 
pressure of 65 mmHg). When identifying controller level 
causal scenarios, we used human factors principles, includ-
ing both equipment design and its impact on users, as well 
as inherent psychologic factors, such as the framework set 
out by Reason.15 Reason broke down improper actions and 
decisions into slips (failure of execution), lapses (failure of 

memory), mistakes (using the wrong procedure to meet a 
goal, or setting the wrong goal), and violations (actions that 
break rules governing behavior in a system).15 All of these 
behaviors may lead to an unsafe control action, but each 
constitutes a different causal scenario (contributing fac-
tor) with a different potential design change to prevent the 
adverse medication event. Second, there could be an actua-
tor breakdown, such as a malfunction of the infusion pump 
running in the vasopressor. Third, there could be an irreg-
ularity with the controlled process, such as a patient who 
does not have a typical response to the vasopressor. Finally, 
we might consider a sensor failure where the arterial line is 
not properly calibrated, leading to the controller receiving 
inaccurate information about the process it is controlling.

Statistical Analysis

Unsafe control actions and causal scenarios were summa-
rized using descriptive statistics, including frequency counts 
and proportions. All descriptive statistical analyses were 
performed using Microsoft Excel for Mac version 14.7.7 
(USA).

Results

Hierarchical Control Structure

The hierarchical control structure of the medication use 
process in the operating room is shown in figure 3. Each 
controller represents a functional role in the system, and 
there are three types of controllers in our model. First, a 
controller may be one person, such as the surgeon. Second, 
a controller may represent a group of people who perform 
a unified task or control action together, such as those in the 
operating room pharmacy (pharmacists, pharmacy techni-
cians, and anesthesia technicians) who deliver medications 
to the operating room on request. Third, a separate control-
ler may be assigned to each role performed by a person. For 
example, an anesthesiologist who is directly administering 
anesthesia (without trainees or a nurse anesthetist) in the 
operating room, plays two roles represented by two separate 
controllers: (1) the anesthesiologist who performs high level 
decision making about patient care management; and (2) 
the anesthesia clinician in the operating room who executes 
patient care tasks such as medication administration.

The hierarchical control structure of the medication use 
process in the operating room has three tiers: leadership, 
management of patient care, and execution of patient care. 
The leadership tier includes pharmacy leadership, surgical 
leadership, and anesthesia leadership, who work to set pol-
icies and create a culture and environment for safe clinical 
practice. Their control actions include the creation of med-
ication-related policies and protocols, as well as procuring 
and supplying the medications in the operating room. They 
primarily receive feedback through incident reports and 
high-level quality improvement statistics.
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Management of patient care in the operating room 
involves anesthesiologists, surgeons, and pharmacists. These 
roles make high level “management” decisions about patient 
care such as whether a patient coming in for colorectal sur-
gery with a history of severe aortic stenosis is an appropriate 
candidate for the Enhanced Recovery After Surgery proto-
col,16 with its emphasis on low fluid volumes. The manage-
ment tier receives some feedback from the patient and the 
patient’s medical record, but also relies heavily on the anes-
thesia clinician in the operating room to relay real time feed-
back during a surgical case about the patient’s clinical status.

The execution of patient care includes the anesthesia cli-
nician in the operating room role, who may be a trainee, a 
certified registered nurse anesthetist, an anesthesia assistant, 
or an anesthesiologist. Intraoperative medications admin-
istered by circulating nurses and surgeons were excluded 
from this analysis, due to the small number of medications 
in this category, and the significant complexity it would add 
to the model. The role of executing patient care involves 
acting directly on the patient and the medications to exe-
cute the control actions decided at the management level 
in the hierarchical control structure. Providers executing 
patient care are responsible for administering medications 
via bolus or infusion, and monitoring the effects of these 
medications via hemodynamic monitors and intraoperative 
laboratory tests. They document the medications deliv-
ered and relay feedback to the controllers above them. The 

operating room pharmacy also has actions at this tier of 
the system, such as when pharmacists work directly on the 
medications through actions such as compounding and 
distributing them. Specifically, the operating room phar-
macy controller has three actions: compounding medica-
tions, distributing medications, and providing intraoperative 
consults. The former two actions are part of the execution 
of patient care, while providing intraoperative consults is 
defined as management of patient care for purposes of this 
analysis.

Unsafe Control Actions

We identified 66 unsafe control actions, which could 
potentially lead to adverse medication events. Of these, 15 
(22.7%) were linked to controllers in the leadership tier, 18 
(27.3%) to the management of patient care, and the remain-
ing 33 (50.0%) to frontline patient care. Examples of the 
unsafe control actions are shown in table 1. A full table of 
unsafe control actions with specific examples is shown in 
Supplemental Digital Content 1 (http://links.lww.com/
ALN/C395).

Causal Scenarios

We identified 342 causal scenarios that could lead to the 
unsafe control actions identified previously. Table 2 shows 
several examples of causal scenarios linked to unsafe control 

Table 1.  Examples of Systematic Identification of Potential Unsafe Control Actions for Three Sample Control Actions

Control Action
Unsafe  

If Action Done
Unsafe If Action  

Is Not Done
Unsafe If Too  
Early or Late

Unsafe If Too Long or  
Short Duration

Surgeon requests 
a specific anes-
thetic condition

Requesting an anesthetic con-
sideration that is unsafe with 
patient condition

Example: Requesting permissive 
hypotension when the patient 
has a history of hypertension 
and carotid stenosis

Failing to request an 
anesthetic condition 
when it should have been 
requested

Example: Not requesting no 
paralytic during a case 
requiring motor nerve 
monitoring

Requesting an anesthetic  
condition too late

Example: Requesting anesthesia 
clinician hold antibiotics until 
cultures after antibiotics had 
already been given

Continuing a special anesthetic  
condition for too long of a 
duration

Example: Not specifying that  
controlled hypotension is no 
longer required at a certain point 
in the operation

Anesthesiologist 
requests  
intraoperative 
protocol

Requesting a protocol when the 
patient or procedure is outside 
the scope of that protocol

Example: Requesting an Enhanced 
Recovery After Surgery protocol 
when blood loss is predicted 
to be high

Failing to request a protocol 
when it should have been 
applied

Example: Not requesting 
an immunosuppression 
regimen for a transplant 
case

Requesting a protocol too late
Example: Requesting an 

Enhanced Recovery After 
Surgery protocol after the 
patient has already received 
high doses of opiates

Failing to change from a protocol 
when it is no longer applicable to 
the scenario

Example: Continuing to follow an 
Enhanced Recovery After Surgery 
protocol after the surgery has 
become complicated with high 
blood loss

Anesthesia clinician 
in the operating 
room runs a 
medication 
infusion

Running infusion when it should 
not be running

Example: Running vasopres-
sors when the patient is 
hypertensive

Not running infusion when it 
was needed

Example: Not running 
vasopressors when the 
patient is hypotensive

Starting an infusion too early
Example: Starting a propofol 

infusion before the patient is 
properly monitored 

Running an infusion for too short of 
a duration

Example: Stopping propofol infusion 
before paralytic reversal, leading 
to awareness under anesthesia 

Starting an infusion too late
Example: Starting a propofol 

infusion after induction dose 
has worn off, leading to 
awareness under anesthesia

Running infusion for too long of a 
duration

Example: Stopping the dexmedeto-
midine infusion too late leading 
to delayed awakening
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actions. Of the causal scenarios, 157 (45.9%) were linked 
to the execution of patient care, 103 (30.1%) were linked 
to the patient care management level, and 82 (24.0%) were 
linked to the perioperative leadership level. (See table  3 
for a breakdown of the causal scenarios by controller.) It is 
important to note that these unsafe scenarios may lead to 
hazards (medication errors), not necessarily to adverse med-
ication events (patient harm). For example, they may lead 
to overdoses or underdoses of medications, wrong medica-
tions, or an absence of a needed medication, which when 
combined with patient physiology and surgical procedures, 
may lead to an adverse medication event, or patient harm. 
A table of the full causal scenarios considered is presented 
in Supplemental Digital Content 2 (http://links.lww.com/
ALN/C396) with additional guidance on how to identify 
causal scenarios in a methodical manner.

Discussion
We used a systems theoretic process analysis of the medica-
tion use process in the operating room to provide a frame-
work to capture the nuances of the unique operating room 
environment that may contribute to medication errors. 
We identified 342 causal scenarios for medication errors, 

which represent 342 areas where we can improve our sys-
tem. While these causal scenarios were linked to controllers 
at all levels of the hierarchical control structure, about half 
were linked to frontline care providers executing patient 
care. There are two reasons for this large number being 
linked to the frontline. First, the frontline care providers 
are responsible for each step in the medication use process, 
usually without the benefit of electronic or manual double 
checks by a second provider. Errors from the management 
or leadership levels may be caught by other practitioners, 
but time pressure and staffing models limit that safety net at 
the frontline of executing patient care. Second, the medi-
cation use process by the frontline workers may have been 
studied in more detail than the management or leadership 
levels in our model due to our own biases for focusing on 
errors at this level, making this large percentage of potential 
errors an artifact of our modeling process. Despite this bias, 
more than half of our causal scenarios were linked to con-
trollers in the management and leadership areas, indicating 
that there is substantial opportunity for quality improve-
ment initiatives at these levels as well.

It is interesting to consider how these hierarchical layers 
are interconnected, such that changing the system to pre-
vent a causal scenario at the management level may impact 

Table 2.  Example Causal Scenarios for Each Controller Associated with Their Unsafe Control Action, Including Medication- or Surgical 
Case–specific Hypothetical Examples 

Control Action​ Unsafe Control Action​  Causal Scenario Hypothetical Example

Operating room pharmacy 
clinical leadership orders 
medications​

Operating room pharmacy 
clinical leadership does not 
order medications when they 
are needed​.

National medication supply shortages National shortage of intravenous fluids after 
contamination in a major plant leads to inability 
to acquire intravenous fluids.

Surgery clinical leadership 
writes protocols and poli-
cies for medication use

Surgery clinical leadership 
writes protocols or policies 
inaccurately, incompletely, or 
unclearly.

Writers do not consider a particular use 
case when writing the policy.

Writers do not consider patients with heparin 
induced thrombocytopenia who will use bivali-
rudin when writing guidelines for monitoring 
anticoagulation in vascular surgery cases.

Anesthesia clinical leadership 
decides which drugs to 
supply to the operating 
rooms

Anesthesia clinical leadership 
decides not to supply a drug 
when it is needed.

Leadership is unaware that there is an 
unmet clinical need for a drug due to a 
lack of safety reporting.

Anesthesia clinicians are not completing safety 
reports about incomplete neuromuscular 
blockade reversal, so leadership is unaware that 
there is a need for sugammadex.

Operating room pharmacy 
distributes medications to 
the operating rooms

Operating room pharmacy 
distributes medications to the 
operating rooms too late.

Too few pharmacy technicians are avail-
able to restock the operating rooms 
before the first case of the day.

There are multiple complex cases to start in the 
morning, and pharmacy staff are assigned as if 
there are not that many complex cases.

Surgeon requests a specific 
anesthetic condition

Surgeon does not request a 
specific anesthetic condition 
when it is required​.

Surgeon assumes anesthesia clinician 
knows about the need for a surgical 
condition, but the anesthesia trainee 
is junior and not yet aware of this 
requirement.

Anesthesia trainees rotate through various 
subspecialty services and on a new rotation, 
such as neurosurgery, they may not be aware 
of what cases require nerve monitoring and 
therefore may not hold neuromuscular blockade. 
The surgeons do not know all of the anesthesia 
trainees, and so may not remind them.

Anesthesiologist specifies an 
anesthetic plan

Anesthesiologist specifies an 
improper anesthetic plan.

Design of the electronic health record 
makes it difficult to find a critical piece 
of information that would change the 
anesthetic management.

It is difficult to find airway notes from outside 
hospitals, so the anesthesiologist may not 
realize that a patient has a difficult airway when 
deciding on an anesthetic plan

Anesthesia clinician in the 
operating room selects a 
medication to administer​

Anesthesia clinician cognitively 
selects the wrong medication 
or dose.​

Institutional dosing policy changed, and 
the anesthesia clinician is unaware of 
the change​.

Perioperative antibiotic dosing recommendations 
recently changed, but many clinicians remain 
unaware and continue to use outdated dosing 
guidelines.
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safety at lower levels of the hierarchy in positive or nega-
tive ways. For example, if perioperative leadership creates 
a policy requiring a manual triple check (by three pro-
viders) of heparin dosing before cardiopulmonary bypass 
initiation, this cumbersome process may actually decrease 
safety by encouraging workarounds, leading to violations. 
Conversely, if perioperative leadership decides to stock only 
one concentration of heparin and/or incorporate point-of-
care electronic clinical decision support with dose alerts, 
this may reduce the likelihood of several heparin-related 
medication errors and remove the requirement for a cum-
bersome manual triple check policy at the frontline. Thus, 
the presence of 342 causal scenarios does not imply that we 
need to create 342 solutions for protecting patients. Rather, 
we should methodically adopt changes and test them by 
remodeling the new system that they create. As previously 
discussed, these changes should be considered at every level 
of the system: double checks at the frontline, formalized 
communication channels when making management deci-
sions for patient care, and changes to supplies and room 
design at the leadership level are all options to consider. 
Implementing these changes will help shift the burden of 
adverse medication events from the frontline execution of 
patient care.

Systems theoretic process analysis has several strengths 
as a modeling tool for healthcare processes. First, it can be 
used in a variety of settings to help improve patient safety 
by identifying areas of highest risk to target in quality 
improvement initiatives. Second, while other prospective 
models, such as failure mode and effects analysis, focus on 
the frontline healthcare workers, systems theoretic process 
analysis allows for inclusion of the entire system in the anal-
ysis, including leadership decision making and practices. 
Because this model extends from frontline execution of 
care up to the highest leadership decisions, we can also use 
it to understand how quality improvement initiatives inter-
act in the larger system to increase safety and where gaps 
exist in these initiatives. Third, systems theoretic process 
analysis has a nonlinear accident causality model, allowing a 
more powerful way to look at the risks in our systems com-
pared to linear chain of events models. An example of linear 

causality is a patient receiving a medication to which they 
are allergic because of a slip or lapse. The anesthesiologist 
knew the patient was allergic but accidentally administered 
the medication. A nonlinear accident classically involves 
breakdowns in communication as people and/or software 
work in parallel. For example, an anesthesiologist may be 
using neuromuscular blockade while the surgeon uses a 
motor nerve monitor, and neither communicates with 
the other, exposing the patient to the risk of nerve injury. 
In this example, the surgeon and anesthesiologist work in 
parallel with incomplete information due to lack of com-
munication. Neither made a classic error, but their lack of 
communication led to the potential adverse medication 
event. Complex systems, which rely on both computer and 
human controllers, rarely follow simple linear causality the 
way that more mechanical systems would. Systems theoretic 
process analysis captures both linear and nonlinear events.

The systems theoretic process analysis hierarchical control 
structure itself, even without the analysis, can help further 
understand aspects of patient safety. The impact on safety 
of proposed changes to the system can be visualized. For 
example, the hierarchical control structure in figure 3 indi-
cates a lack of formalized lateral communication between 
the anesthesiologist and the surgeon. Implementing a for-
mal preoperative huddle that requires the attending faculty 
from both services to be present would add a layer of com-
munication that would be readily apparent in the control 
structure. Additionally, when adverse medication events 
occur, the control structure can help analysts understand 
where the system broke down. For example, was there a 
critical piece of feedback missing? Or was it a lack of con-
trol from a higher level? The control structure can provide 
the framework for adverse medication event investigations 
when medication use does not go as planned.

This study and the systems theoretic process analysis mod-
eling system have several limitations. First, a systems theoretic 
process analysis model is only as exhaustive as the creativity 
of the people building the model. To ensure that our model 
was as exhaustive as possible, we consulted with subject mat-
ter experts, including pharmacists, surgeons, anesthesiologists, 
and perioperative leadership. We incorporated their feedback 
until we reached information saturation, the point at which 
we were no longer gaining new information or insights from 
successive consultations. Second, our model may be impacted 
by our own biases. The most significant bias is availability bias, 
where recent events or experience influence one’s thinking 
around similar events. While the systematic nature of iden-
tifying unsafe control actions helps to limit the impact of 
these biases, causal scenario generation is less structured and 
these biases can again come into play, which is a weakness 
of systems theoretic process analysis. We limited the role of 
these biases by involving the opinions of multiple subject 
matter experts. Third, we made several decisions about the 
level of detail to incorporate into the model. For example, we 
intentionally did not specify any one medication or patient 

Table 3.  Breakdown of Causal Scenarios by Controller

Controller
Number of Causal  

Scenarios (%)

Anesthesia clinician in the operating room 134 (39.2)
Surgeon 49 (14.3)
Anesthesiologist 46 (13.5)
Operating room pharmacy clinical leadership 36 (10.5)
Operating room pharmacy 31 (9.1)
Anesthesia clinical leadership 30 (8.8)
Surgery clinical leadership 16 (4.7)
Total 342 (100.0)
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subpopulation in order to create a broadly applicable model 
that can be tailored to a particular medication and patient. 
Additionally, we incorporated more detail at the management 
and execution of patient care levels due to the complexities 
of the relationships and medication use process at these lev-
els. Future analyses could focus on the leadership roles, using 
our model as a framework to better understand their roles in 
medication safety. Fourth, medications administered by cir-
culating nurses were excluded from our analysis. At the study 
site circulating nurses typically do not administer intraop-
erative medications, except for the occasional preoperative 
subcutaneous heparin, and the inclusion of these medications 
would have added significant additional complexity to our 
model. Fifth, systems theoretic process analysis is a model and 
therefore makes assumptions about the world. Systems theo-
retic process analysis assumes that adverse medication events 
occur because of a loss of control of a system, which is a 
more complex and nuanced assumption than linear chains of 
events, but remains an assumption about the rules governing 
a complex system. Finally, the model reflects the intraoper-
ative medication use process at our tertiary care academic 
medical center, and there may be variations in other settings. 
The visual representation of the hierarchical control structure 
provides a framework to easily identify differences and adapt 
the model to other settings.

In summary, we identified 342 areas where we can 
improve our perioperative medication use system to pre-
vent patient harm. Future research should focus on: (1) pri-
oritizing these potential harms and possible interventions, 
using multidisciplinary focus groups or quality improvement 
committees, and incorporating a feasibility/impact matrix 
where the interventions are ranked on these two axes and 
solutions with the highest combined score are selected first17; 
(2) implementing and testing interventions; and (3) expand-
ing the model with more detailed analyses of the leadership 
level. The prospective nature of systems theoretic process 
analysis means that we do not have to wait for a patient to 
suffer before we identify ways to improve the system. We 
identified risks originating at the frontlines of patient care 
as well as at management and leadership levels. The causal 
scenarios identified in our model can form the basis of qual-
ity improvement initiatives to create a safer system, such 
as requiring direct communication between the attending 
surgeon and the attending anesthesiologist during the pre-
operative time-out, standardizing medication concentrations 
across all anesthetizing locations, or creating guidelines to 
assist with opiate dosing in the event of a shortage of one 
type of opiate. Systems theoretic process analysis can be used 
across a wide variety of healthcare settings and practice pro-
cesses to better understand the systems we work in and help 
us redesign these systems to enhance safety.
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